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Quantum Algorithms & Computing:

THALES Use-cases and Technical challenges
Frédéric BARBARESCO & David SADEK (THALES)
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Complex problem Faster resolution

non tractable in human Than by traditional
time with supercomputers computers

The EuroHPC Summit Week conference series receives funding from the European Union's Horizon 2020
research and innovation programme under grant agreement 823767 (PRACE-61P), 824151 (HPC-GIG).

THALES

we can all trust

Cost, weight and energy
advantage in quantum

resolution
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Anticipate the use of quantum computing for real applications

How

Master the use of suitable quantum computers and software libraries
Accelerate the design of quantum algorithms (QA, NISQ and LSQ)

Innovate on new quantum algorithms for optimization and decision applications

/ ~
Teratec ~.
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Creation of dedicated teams (QAC@TRT...) and of a THALES Global Quantum Hub ETP 4

Consolidation and benchmark on THALES use-cases HPG
Membership of ETP4HPC and TERATEC R

I <
Access to quantum computing facilities (TGCC...) -.:“%UIC

Cooperation with startups, RTOs and industrial partners (Pasqal, Alice&Bob, Fraunhofer, EDF...)

Involvement in European initiatives and cooperative programs

The EuroHPC Summit Week conference series receives funding from the European Union's Horizon 2020

research and innovation programme under grant agreement 823767 (PRACE-61P), 824151 (HPC-GIG). T H A L E 5 #P RAC Ed ays #EH PCSW
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QUANTUM SIMULATION
Quantum Machine Simulators , Hardware Emulators

OPTIMIZATION POST-QUANTUM
CRYPTOGRAPHY
Quantum
MONTE-CARLO Algorithms
METHODS on
Quantum
Computers
o MATERIAL
MACHINE LEARNING o — SIMULATION

QUANTUM & HYBRID'PROGRAMMING
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Quantum
Code Analysis

& Verification
for Industrial
Critical
Systems

(Uncertainty Quantification) (Accelerate OODA loop)

The EuroHPC Summit Week conference series receives funding from the European Union's Horizon 2020

research and innovation programme under grant agreement 823767 (PRACE-61P), 824151 (HPC-GIG). T H A L E 5 #P RAC Ed ays #EH PCSW
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LSQ
Annealer Scale Quantum Scale Quantum
QUADRATIC UNCONSTRAINED VARIATIONAL ALGORITHMS LARGE SCALE ALGORITHMS
BINARY OPTIMIZATION (Polynomial Acceleration) (Exponential Acceleration)
PARTITIONING PROBLEMS: Graph Partitioning, QAOA: Quantum Approximate Optimization HHL: Linear Systems of Equations Solver
cliques Algorithm

SHOR : Integer/Prime Factorization and discrete
BINARY INTEGER LINEAR PROGRAMMING : VQE: Variational Quantum Eigensolver logarithms Algorithms
Optimization

QAE: Quantum Amplitude Estimation TROTTER: Hamiltonian Dynamics Simulation by
COVERING AND PACKING PROBLEMS: Exact Trotter exponential approximation
Cover, Set Packing, Vertex Cove DDQCL: Data-Driven Quantum Circuit Learning
SP: Statistical Pruning Algorithm
PROBLEMS WITH INEQUALITIES: Knapsack with PT: non-Hermitian Hamiltonians with unbroken
interger weights Parity-Time GROVER: Searching Database, Inverting Function
—_—
SCe(z]IL'(.z)Iri]lcr:\linGgPROBLEMS: Graph coloring, job quantumpa ‘ Complexiiy e e
2N N N VN log(N) 1 Computation acceleration
HAM"_TON'AN CYCLES TrOVeIing SGleSmGn expongnne\\e polynomiale linéaire racinaire Iuaarilt\m\que mﬂsllam mq nii.ude
N g

MARKOV MODEL: Image Denoising
The EuroHPC Summit Week conference series receives funding from the H T o
research and innovation programme under grant agreement 823767 (PRA(Q ’ L 5 #P RAC Ed ayS #EH PCSW
Deutsch-lorsa
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QUBO / Ising Model

(quadratic unconstrained
binary optimization)
| H@) =3 yoia, uxh,n,‘ \

QUANTUM
ANNEALER

QUBO Solver

Non Universal Machine
No Entanglement but Quantum Tunneling

Solve QUBO (Quadratic Unconstrained
Binary Optimization) modelled as Ising
Model (Hamiltonian Functional)

Limitations due to connectivity: Ancillary
connections required

Scale Quantum

Medium-sized imperfect (noisy)
computer

Short quantum coherence
duration

,,} QPU
<~ (Quantum processing unit)

Quantum Error
Correction

Full-Tolerant with stabilized
Qubits

Error Correction & Full
Connectivity

Eul

-_ research and innovation programme under grant agreement 823767 (PRACE

Different technologies to produce Qubits, at low maturity level
(photons, supraconductors, cold atoms, diamonds...)
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THALES QANTUIVI ALGORITHM for SAR Image Segmentation (Markov Random Field)
()= (1 + 2 ) + 3

i > [ o 1 1 0|
with 4, set 3>0 = . . . KN 2N BN 2 o 2l
implementing relative criteria to marginal law (probability of belonging to a class % % N

according to its intensity) AN ZaaN ZaaN ZaaN aN

implementing relative criteria to posterior law (probability of belonging to a class Ig Eg }:g Eg Eg E
according to the difference in intensity between a given pixel and its neighbors) Im N NN
AN ZaaN aaN VN VaN Va

implementing constraint on O (Object) and B (Background)

4
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I B

The EuroHPC Sul : nion's Horizon 2020
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THALES QUANTUM ALGORITHM for Radar Waveform Design
* QUBO algorithm (Quadratic Unconstained Binary Optimisation) on D-WAVE Quantum
Annealer to optimize Phases codes time series for Radar Waveforms
* ISLR (Integrated Side Lobe Ratio) problem has been translated into a QUBO problem

msin(z his; + ZZ],-JS,' s5) b
T T i>)

+14+141-1-1+1-1
EIEE 3
EE &

e S E -1 =-1
ISLR = min(z" RZ = =
in( 2" R7) D-WAVE ISING MODEL . -
THALES QUBO MODEL ' ) 114141 =0
' +1-1-1-1+1 =-1
Mateice Q: ratic_term, num_reads = 10000) +1 1Sl =1 =0
flo111] +1+1 +1H1H #1041 =7
6011 int(sampleset)
fo001) =i - +1+1 -1 +1 -1 -1=0
{000 0]] i 9% 0.8 2 . +1-1-1-1+1=-1
De dimension (longueur chaine, longueur filtre): (4, 4) 114 1 00 =1 =L +11=0
i Haf P 3 R
([60030090003609@3] W41 41 1 ° +1 -1=0
(0111001100010000] 1411 2 oo =
[e111001100010000] 14141 2 0.0 =li=-1
[0111001100010000] 114 1 0.0 =0
[0000000000000000] 114 1 oo
[0000000000000000) Ml 2 00
[0111001100010008) A1 1 00
[e111001100010000] +1-14 1 0.0
(eeoeee0000000000)] 144 1 9:6:
[eeeeeo000000000 0] ‘1-14 2 o0
[ee00000000000000)] agn 1 %
[@111001100010000) F it R o 5 1 o0
[0ee0000000000000] s
[0600000000000000) . "
[0000000000000000] + Xtransmit sequence Test: rang(Z) =1 D-WAVE solution
0000000000000 00]] (16, 16) . A A .
! L * Y Mismatched Receive Seq. Complexity : O(N) by Tunneling
Particularcase T T Soltion viasle ¢ g 1 troms
X=Y o= omsenasee - = - (-1, 1, -1, Loty A5 oA Tp0edly | Bheeliedly Ty B0 1,09
Sortton’visb1e se rang 1 trouvée
1,1, 1, 1,-4,-1, 1, 1,-1,-1, 1, 1,-1),6, 1,0.)
4 +141 =141 +1 41411 -12d8 viable de rang 1 trouvée
4 415 1 1 A, A A 4y 451y Alpey 1,60
viable de rang 1 trouvée
-1, ,-1, 1, 1, -1, 1, 1, 1, -4, 1,41, -1, 1,-1), 6, 1,0.)
Recovery of known Shaution viabia de reng 1 sroiiks
BARKER CODES ! (01, 1, 3,9, <1, 1,21, 1,4, @ 5. 4, 2, 85 1,74),10, 1,05

The EuroHPC Summit Week conference series receives funding from the European Union's Horizon 2020

research and innovation programme under grant agreement 823767 (PRACE-61P), 824151 (HPC-GIG). T H A L E 5 #P RAC Ed ayS #EH PCSW
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THALES QUANTUM ALGORITHM for PDE Solver of Electro-Magnetic Simulation

Electromagnetic Simulation for Antenna Design & Performance Maxwell equation solver:

Assessment *  FiniteElement Method (FEM)the variationnal form partnership
*  Maxwell equations : core business of electronic equipment and systems . BoundaryElement Method (BEM)the integral form ~ =aDF

development. Simulation is one of the main lever of competitivenessandis «  Finite Difference Time Domain (FDYD %

hugely used all along the V development cycle. . CouplingBEM and FEMdomain decomposition techniques
* The realm of physics around the Maxwell equations is closely tied to the Y  need the resolution of linear system in complex algebra:

electronic equipment/system development, a core aspect of business. A BEM: Full Linear system HHL Algo
THALES Applications A FEM/FDTD: Sparse Linear system |:> on LSQ &
e Radar and EW antennas in Defence Mission System Nota: BEM linear system Solver SoA: HHL Algo
* Microwave tubes in Defence, spatial or medical applications . Based on SVD (Singular Value Decomposition) on NISQ

Antenna + radome On-board antenna Beam in a klystron

FEM/FDTD

EW Antean"& Radome

Maxwell PDE Maxwell-Vlasov PDE

The EuroHPC Summit Week conference series receives funding from the European Union's Horizon 2020

research and innovation programme under grant agreement 823767 (PRACE-61P), 824151 (HPC-GIG). T H ,\ L E 5 #P RAC Ed ayS #EH PCSW
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Collaboration with % Fraunhofer
IAIS

Quantum Kernel Density Methods for NISQ-compatible Bundle Adjustment

 Kernel Computation on Gate-based Quantum Processor
e Keypoint Extraction and Matching on Quantum Annealer Quantum Kernel Classical Kernel

e True Quantum Computing Pipeline: (on IBM Falcon QPU) (Gaussian)
Combination of Gate-based QC and Q-Annealer

Keypoint Matching

The EuroHPC Summit Week conference series receives funding from the European Union's Horizon 2020

research and innovation programme under grant agreement 823767 (PRACE-61P), 824151 (HPC-GIG). T H ,\ L E 5 #P RAC Ed ayS #EH PCSW
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QuantX

bpifrance

10

industrial and financial
groups

10

quantum providers

10

technical teams

The EuroHPC
research and

THALES

Summit Week 2022

THALES
0 QUANTINUUM

BMW
GROUP

Google

Team in QuantX Quantum Algorithms Hackathon: Ranked 2"?/10

1. Waveform optimization

OPTIMIZATION

3. Quantum GANSs for generative
design of interior/exterior vehicle
components

e crenitacricote 7. Fast calibrating and pricing of exotic

nnnnnnnnnnnnnnnnnnnnnnnn

Q) cuanTinuum financial derivatives using Q-MC algorithm:
9. Supervised ML assisted by QC
for medical images treatment

()XANADU

LOREAL 10. Excited states modelling challenge

At®S
THALES #PRACEdays #EHPCSW

we can all trust
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THALES Team in QuantX Quantum Algorithms Hackathon: Radar Waveform De5|gn

Optimization problem Solver in a quantum framework
* The optimum can be sought as the ground state of some well-chosen quantum

Hamiltonian H
e Express the cost-function as the expectation value of a quantum Hamiltonian

N—1 /N—k 2
af ~nilk
= XIZ ZGLJ? x) = (x|A|x)
i=1

* N-qubit states |x)= |xl...xN> and single-qubit operators &i|x ... xn) = xi|x1 ... xn)
* Approach the ground state: Quantum Approximate Optimization Algorithm on NISQ

For N = 3, we retrieve the Barker codes

Nk 0.119 0.120 118 0.120
118 01188 120 0.115

k) = Z XiYivk for k>0 N .
s Hoy)= >, Pk —ar’(0)
= Z yixi_x for k <0 k=—N+1,ks£0
i=1

— Extension to Multi-phases waveforms oo

The EuroHPC Summit Week conference series receives funding from the Europe
research and innovation programme under grant agreement 823767 (PRACE-6IF
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Les @tomes de Savoie Team

0.00
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QUANTUM COMPUTERS PERFORMANCES BENCHMARKING
Quantum Benchmarking Rules and Tools

SupermarkQ
Suite
(Super-Tech)

SupermarQ:
A Scalable

Quantum
Quantum ..\‘,/7 :\.,\(., [ y N\ e x;/// : \‘g:n i \ Benchmark

LINPACK B (N (P (P s

@

BCG - The Race to Quantum Advantage Depends on Benchmarking an

(e) ZZ-SWAP QAOA (f) Vanilla QAOA (2) VQE (h) Hamiltonian Simulation

The EuroHPC Summit Week conference series receives funding from the European Union's Horizon 2020

research and innovation programme under grant agreement 823767 (PRACE-61P), 824151 (HPC-GIG). T H /\ L E S #P RAC Ed ayS #EH PCSW
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PUBLICATIONS

 Timothé Presles, Cyrille Enderli, Rémi Bricout, Florence Aligne, Frédéric
Barbaresco. Phase-coded radar waveform Al-based augmented
engineering and optimal design by Quantum Annealing. 2021. hal-
03318130v2 ; https://hal.archives-ouvertes.fr/hal-03318130/

* Nico Piatkowski, Thore Gerlach, Romain Hugues, Rafet Sifa, Christian
Bauckhage, Frederic Barbaresco. Towards Bundle Adjustment for Satellite
Imaging via Quantum Machine Learning. 2022. session “Quantum
Algorithms for Fusion”, FUSION’22; https://www.fusion2022.se/

IET UK Special Issue “Radar, Sonar & Navigation”

* « Radar Applications of Quantum Computer & Quantum Algorithms »
by Frédéric Barbaresco, John Rarity & Hugh Griffiths, 2022

nin, The EuroHPC Summit Week conference series receives funding from the European Union's Horizon 2020

S research and innovation programme under grant agreement 823767 (PRACE-61P), 824151 (HPC-GIG). T H ,\ L E 5 #P RAC Ed ayS #EH PCSW
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1
e

THALES PASQAL

¥ S rance i GENCI

THALES

Conclusion
B Kick-off > -
ti ) . meeting
meeting P> Intermediate meeting U Thales team formulates the
. use-case as a QUBO and
2021 [ Dec Feb Apr Jun Aug oct Dec [0 | 2023 U provides the needed data for
- the project go
3 =3 e -
WP1: Deav;opm':ntoluve 12 months g L G E N G I -
N
]
Phase 1: QUBO formulation. (-9 . .
o o large-scale implementation on
Ph:_se 2:_Decomposin_g the_global problem into sub-problems . ' c the HPCQS quantum Processor
of dimensions compatible with the FRESNEL quantum processor > S . A -]
+ development of a variational approach to solve the QUBO. 4 » 6 months P A S Q A L Q
“n

Phase 3: Implementation study of the problem on FRESNEL
machine (which geometries will be used? How to implement in
practice the necessary interactions? Etc.).

/

Pasqal team will develop an optimizer
(Quantum Approximate Optimization
Algorithm), to efficiently solve the QUBO.

6 months The developed model will then be

\ implemented on the QPU.

https://www.thalesgroup.com/fr/monde/groupe/press_release/thal THALES #PRACEdays #EHPCSW
es-pasqal-region-ile-france-et-genci-lancent-nouveau-partenariat we can all trust
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INTERNATIONAL COLLABORATION WITH RESEARCH LABS (1/2) 2 Fraunhofer

1AIS

Fraunhofer
Institute IAIS

* Functional Langage: | ecote- e = Quantum Computing
Automatic code E'Z‘rr’grai{“arf.ay s"ﬁ for Imaging Sensors
translation towards * Infrared point target

compilation detection on

* Optimization : Choices complex
linked to resources and -;’ backgrounds
HW constraints, circuits & * Bundle adjustment
design from a set of images
* Mapping & routing: : o
Surface code https://Imf.cnrs.fr/Research/Quant

The EuroHPC Summit Week conference series receives funding from the European Union's Horizon 2020

research and innovation programme under grant agreement 823767 (PRACE-61P), 824151 (HPC-GIG). T H /\ L E 5 #P RAC Ed ayS #EH PCSW

we can all trust
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INTERNATIONAL COLLABORATION WITH RESEARCH LABS (2/2) I.] INSTITUT

QUANTIQUE

UNIVERSITE DE SHERBROOKE

Collaboration THALES CANADA & INSTITUT
QUANTIQUE (Universite de SHERBROOKE) on
Quantum Algorithms for Anomaly Detection for
Side-Channel Attack in the field of cryptography

rrrrrr

...................... @®AQubic
3Ir = Neard
Chaine yuanticue
i i s [
<2Mi fevoei peipeint s R
u
Sherbrooke
Quantique
Entreprises
1QBit @ = 50
% 2
cmc PING
i vy
vt ounron

The EuroHPC Summit Week conference series receives funding from the European Union's Horizon 2020

research and innovation programme under grant agreement 823767 (PRACE-61P), 824151 (HPC-GIG). T H A L E 5 #P RAC Ed ayS #EH PCSW
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Technology

Digital Quantum Computing
(gate-based systems, one-way
models)

Analog Quantum Computing
(quantum annealers,
adiabatic systems)

Superconduc-
ting Qubits

1aM™

@ILM/NJ/]?O u
QUANTWARE

<
=

Silicon Qubits

QuTech

Trapped ions

_(OAQT i

Neutral atoms

PASQAL

SIS
]
|

1
PASQAL

Photons

=X

QUANDELA 1!

QUANTUM

UANDELA

The EuroHPC Summit Week conference series receives funding from the European Union's Horizon 2020
research and innovation programme under grant agreement 823767 (PRACE-61P), 824151 (HPC-GIG).
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THALES BENCHMARK OF QUANTUM COMPUTER SIMULATORS

SAnvibia. AteS I=xE  AWS g wicosot Google

cuQuantum _
200 Qubits 40 Qubits 36 Qubits 50 Qubits 30 Qubits 40 Qubits

(dedicated algos)
N

S
THALES Benchmark

The EuroHPC Summit Week conference series receives funding from the European Union's Horizon 2020

e research and innovation programme under grant agreement 823767 (PRACE-61P), 824151 (HPC-GIG). T H /\ L E S #P RAC Ed ayS #EH PCSW
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Selection of

THALES

Simulators

Use-Cases
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* The QTRL scale is a metrics for QTRL <QTRL9 3:;233?:;??&&“&' & )
describing the maturity level of b ,
quantum computing technology. describing the maturity G OVRLS | Completed and qualifed n test >
-?; g]l:]aor;(t;;;q Gonating QTRL7 Prototype QC (QA) built solving >
small but user-relevant problems

* The scale consists of nine technology
readiness levels (QTRLs), whereby
QTRL1 labels the lowest level and
QTRL9 the highest.

Components integrated in small
quantum processor w/ error correction

Now

Copyright: Kristel Michielsen, Thomas Lippert —
Forschungszentum Jiilich, Germany (except the
current status).

https://www.fz-juelich.de/ias/jsc/EN/Research/ModellingSimulation/QIP/QTRL/_node.html

The EuroHPC Summit Week conference series receives funding from the European Union's Horizon 2020

research and innovation programme under grant agreement 823767 (PRACE-61P), 824151 (HPC-GIG). T H A L E 5 #P RAC Ed ayS #EH PCSW
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Quanfum Functional Programming

New Qucmtum Quantum
@ Hybrid Computing Partitioners (HPC & Quantum Accelerators)

Quantum Compiler to Q Gates
(HW-Agnostic Compilers) HPC Compilers

(l\ Quantum Gates Optimizers ( er. cor)

n
N
)
%)
¥
<
T
-
O
O
o
S
-
¥
o
(7¢ ]

Quantum Compilers to HW Classical Compilers to HW

QAnneoIer QPU QAnneoIer

Emulohon Emulation

The EuroHPC Summit Week conference series receives funding from the European Union's Horizon 2020

research and innovation programme under grant agreement 823767 (PRACE-61P), 824151 (HPC-GIG). T H A L E S #P RAC Ed ayS #EH PCSW

Building a future we can all trust
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Code Analysis & Verification | Code Analysis & Verification
(High Level) (Quantum Gates Circuit after optimization)

fichleuellansace Riociamming Compiler Quantum Gates of Low Level Circuits
From High Level S e
Code to Quantum

-- * The QLS main function Gates CIrCUIt
-- [ Main function: read options, then execute the appropriate task.

main :: IO()

main = do

argv <- getArgs
options <- dopts argv
case options of
Options | what = Circuit, format = format., gatebase = gatebase, oracle = oracle. param = param. peel = peel} ->
let o = case oracle of {Blackbox -> QLS.dummy_oracle; Matlab -> QLS.inline_oracle} in
print_simple format ¢ decompose_generic gatebase © ncompose peel unbox ¢ do QLS.qlsa_FEM_main param o: return ()
Options { what = Oracle, format = format., gatebase = gatebase, param = param., whichoracle = whichoracle, peel = peel : ->
let n2_blist = replicate (QLS.n2 param) qubit in
let nd4_blist = replicate (QLS.n4 param) qubit in
let (oracle. list_of_inputs) =
case whichoracle of

Circuit Constrained Optimization by
resources limitations, HW constraints
and Error code Correction

Mapping & routing: surface code

uoneziwndo uNaJID

OracleR -> QLS.inline_oracle_r param 1.2 1.0, (n2_blist. n4_blist, n4_blist
OracleB -> QLS.inline_oracle_b param 1.6 1.8, (n2_blist. nd4_blist., n4_blist
OracleA i b -> (QLS.inline_oracle_A param 1.2 i b. (n2_blist. n2_blist. n4_blist

in do
print_generic format (decompose_generic gatebase ¢ ncompose peel unbox ¢ oracle) list_of inputs

The EuroHPC Summit Week conference series receives funding from the European Union's HOfec.. coee

research and innovation programme under grant agreement 823767 (PRACE-61P), 824151 (HPC-GIG). T H ,\ L E 5 #P RAC Ed ayS #EH PCSW

we can all trust
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THALES
Postionning
On Key Enables

QIST pPromicient
Ex: Application Architect or Photonics
Engineer

QIST Aware
Ex: Software Developer, Technical Sales, Data Scientist From "USQUANTUM INFORMATIGCIENC
ANDTECHNOLOGY WORKFORCE

DEVELOPMENT NATIOMAIRATEGRLAN

STEM Professional

The EuroHPC Summit Ex: Circuit Designer, Cryogenics, Fabrication

research and innovatio PRACEd ays #EHPCSW
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